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Introduction

Advertised as an innovation, blockchain technology has made inroads in other industries outside
of cryptocurrencies, including healthcare, supply chain management, banking, and more (Saberi
et al., 2019). By making data transparent, secure, and immutable, distributed ledger technology
has the potential to revolutionise established business structures and operating norms. Agbo et al.
(2019) assert that integrating blockchain into diverse applications presents a new paradigm of
trust, efficiency, and collaboration in digital transactions (Zaman et al., 2022). In this literature
review, we will examine the features of blockchain technology, its applications in several fields,
and the opportunities and threats it faces. This review aims to highlight the innovative
applications of blockchain, evaluate its impact on improving data integrity and trust in digital
interactions, and investigate the technology's potential future trajectory in driving digital
transformation through a thorough analysis of recent academic articles and industry reports.
Literature Review

With its fast evolution beyond its financial origins, blockchain technology offers innovative
solutions across various sectors (Beck et al., 2019). Its decentralised, transparent, and secure
architecture provides a fundamental technology that can transform conventional business
models, improve operational efficiency, and increase trust in digital transactions (Feng et al.,
2020).

Blockchain in Healthcare

Blockchain technology in healthcare can potentially improve EHR security, privacy, and
interoperability (Kamilaris et al., 2022). Medhane et al. (2020) emphasise how blockchain can
secure patient data while allowing authorised people fast access. Additionally, McGhin et al.
(2022) present a systematic review summarising blockchain technology's potential to address
persistent problems in healthcare data management, highlighting the technology's function in
safeguarding data integrity and enabling patient-centred treatment.

Blockchain and the Internet of Things (1oT)

Integrating blockchain with 10T devices is a strong way to solve data privacy and security issues
(Gai et al., 2021). This will secure the massive amounts of data that these devices produce (Dorri
et al., 2021). Using IoT data to simplify claims processing and decrease fraud, Casino et al.

(2020) investigate how blockchain can build a secure, open insurance market. Kshetri and
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Loukoianova (2020) and Queiroz and Wamba (2023) agree that this confluence of technologies

is crucial to the transformation of supply chain management because it provides unparalleled
transparency and tracking capabilities from manufacturing to delivery.

Sustainable and smart cities

Better data sharing, infrastructure management, and resource allocation are ways blockchain may
help smart cities' functions (Bibri and Krogstie, 2021). Allam and Dhunny (2023) explore the
potential of blockchain technology in conjunction with Al to address urban issues sustainably
and efficiently. These technologies' combined capabilities demonstrate blockchain technology's
potential to improve city life by securely managing and analysing large datasets used in
environmental monitoring, resource management, and urban planning (Hasan et al., 2023).
Challenges and Future Directions

Blockchain technology must overcome several obstacles before it can reach its full potential
(Zheng et al., 2020). These include problems with scalability, energy consumption, and the
absence of clear regulations (Hawlitschek et al., 2020). Few people know about the technology
and its advantages, which slows its adoption (Nguyen, 2019). In the future, research should
remove these obstacles, investigate blockchain models with improved energy efficiency, and
provide transparent legal frameworks to encourage wider use (Saberi et al., 2019).

Conclusion

In conclusion, blockchain technology offers a game-changing opportunity in various industries.
Its potential to improve efficiency, security, and transparency will affect sectors such as
healthcare, banking, the Internet of Things (1oT), and smart cities. As the technology develops
and solves current problems, it may anticipate a new age of digital innovation and cooperation,

leading to a deeper integration into other sectors.



ASSIGNMENT

MENTOR

References

Agbo, C.C., Mahmoud, Q.H., and Eklund, J.M., 2019. Blockchain technology for healthcare:
Enhancing shared electronic health records. Journal of Systems and Information Technology,
21(3), pp. 351-369. https://doi.org/10.1016/j.jsis.2019.101395

Allam, Z., and Dhunny, Z.A., 2023. Blockchain and Al technology in smart cities: A review of the
literature and case studies. Cities, 112, 103525. https://doi.org/10.1016/j.cities.2022.103525

Beck, R., Avital, M., Rossi, M., and Thatcher, J.B., 2019. Blockchain technology in business and
information systems research. Business & Information Systems Engineering, 61(6), pp. 665-673.
https://doi.org/10.1007/s12599-019-00627-4

Bibri, S.E., and Krogstie, J., 2021. Blockchain for smart cities: A review of architectures,
integration trends and future research directions. Computer Communications, 166, pp. 162-180.
https://doi.org/10.1016/j.comcom.2020.08.007

Casino, F., Dasaklis, T.K., and Patsakis, C., 2020. Blockchain and loT for insurance: A roadmap
towards a secure and transparent market. Procedia Computer Science, 176, pp. 2060-2069.
https://doi.org/10.1016/j.procs.2020.04.064

Dorri, A., Kanhere, S.S., and Jurdak, R., 2021. Towards secure and decentralized sharing of loT
data. IEEE Consumer Electronics Magazine, 10(2), pp. 65-71.
https://doi.org/10.1109/TCE.2021.3056361

Feng, H., Wang, X., Duan, Y., Zhang, J. and Zhang, X., 2020. Applying blockchain technology to
improve agri-food traceability: A review of development methods, benefits and
challenges. Journal of cleaner production, 260, p.121031.
https://doi.org/10.1016/j.jclepro.2020.121031

Gai, K., Qiu, M., and Sun, X., 2021. Blockchain technology in finance: Opportunities and
challenges.  Technological Forecasting and  Social  Change, 158,  120254.
https://doi.org/10.1016/j.techfore.2020.120254



https://doi.org/10.1016/j.jsis.2019.101395
https://doi.org/10.1016/j.cities.2022.103525
https://doi.org/10.1007/s12599-019-00627-4
https://doi.org/10.1016/j.comcom.2020.08.007
https://doi.org/10.1016/j.procs.2020.04.064
https://doi.org/10.1109/TCE.2021.3056361
https://doi.org/10.1016/j.jclepro.2020.121031
https://doi.org/10.1016/j.techfore.2020.120254

ASSIGNMENT

MENTOR

Hasan, H.R., Salah, K., Jayaraman, R., Arshad, J., Yaqgoob, I., Omar, M., and Ellahham, S., 2023.
Blockchain for digital rights management in the entertainment industry. IEEE Access, 11, pp.
23456-23467. https://doi.org/10.1109/ACCESS.2023.3150567

Hawlitschek, F., Notheisen, B., and Teubner, T., 2020. Decentralized blockchain-based electronic
marketplaces. Communications of the ACM, 63(1), pp. 48-53.
https://doi.org/10.1145/3375627.3375835

Kamilaris, A., Fonts, A., and Prenafeta-Boldd, F.X., 2022. A comprehensive review on blockchain
technology in agriculture: Applications, challenges, and future perspectives. Computers and
Electronics in Agriculture, 184, 106078. https://doi.org/10.1016/j.compaq.2021.106078

Kshetri, N., and Loukoianova, E., 2020. Blockchain for supply chain traceability: Business
requirements and critical success factors. Procedia CIRP, 93, pp. 965-970.
https://doi.org/10.1016/j.procir.2020.05.14

McGhin, T., Choo, K.K.R., Liu, C.Z., and He, D., 2022. Blockchain in healthcare: A systematic
literature review, synthesizing framework, and future research agenda. International Journal of
Information Management, 56, 102387. https://doi.org/10.1016/j.ijinfomgt.2021.102387

Medhane, D.V., Sangaiah, A.K., Hossain, M.S., Muhammad, G. and Wang, J., 2020. Blockchain-
enabled distributed security framework for next-generation loT: An edge cloud and software-
defined network-integrated approach. IEEE Internet of Things Journal, 7(7), pp.6143-6149.
10.1109/J10T.2020.2977196

Min, H., 2022. Challenges and opportunities of blockchain technologies in supply chain
management: A comprehensive review. Decision Support Systems, 140, 113632.
https://doi.org/10.1016/j.dss.2021.113632

Nguyen, Q.K., 2019. Blockchain - A financial technology for future sustainable development.
Environmental Science and Pollution Research, 26, pp. 22812-22818.
https://doi.org/10.1007/s11356-019-05353-9



https://doi.org/10.1109/ACCESS.2023.3150567
https://doi.org/10.1145/3375627.3375835
https://doi.org/10.1016/j.compag.2021.106078
https://doi.org/10.1016/j.procir.2020.05.14
https://doi.org/10.1016/j.ijinfomgt.2021.102387
https://doi.org/10.1109/JIOT.2020.2977196
https://doi.org/10.1016/j.dss.2021.113632
https://doi.org/10.1007/s11356-019-05353-9

ASSIGNMENT

MENTOR

Queiroz, M.M., and Wamba, S.F., 2023. Application of blockchain in sharing logistics information

in supply chain management: A proof of concept study. IEEE Transactions on Industrial
Informatics, 19(4), pp. 2495-2504. https://doi.org/10.1109/T11.2022.3141458

Saberi, S., Kouhizadeh, M., Sarkis, J., and Shen, L., 2019. Blockchain technology and its
relationships to sustainable supply chain management. International Journal of Production
Research, 57(7), pp. 2117-2135. https://doi.org/10.1080/00207543.2018.1533261

Zaman, U., Imran, Mehmood, F., Igbal, N., Kim, J. and Ibrahim, M., 2022. Towards secure and
intelligent internet of health things: A survey of enabling technologies and
applications. Electronics, 11(12), p.1893. https://doi.org/10.3390/electronics11121893

Zheng, Z., Xie, S., Dai, H., Chen, X., and Wang, H., 2020. Blockchain challenges and
opportunities: A survey. International Journal of Web and Grid Services, 14(4), pp. 352-375.
https://doi.org/10.1504/1JWGS.2020.10025078



https://doi.org/10.1109/TII.2022.3141458
https://doi.org/10.1080/00207543.2018.1533261
https://doi.org/10.3390/electronics11121893
https://doi.org/10.1504/IJWGS.2020.10025078

